
INFORMATIVE  BULLETIN

 

JANUARY 2020

SECURITY AND DEFENCE 

VICERRECTORADO DE 
INVESTIGACIÓN E INNOVACIÓN 

CENTRO DE DOCUMENTACIÓN EUROPEA  DE ALMERÍA 



 

"LA  PAZ  Y  LA

UNIDAD  DEPENDE

DE  TODOS"

INDEX

NEWS

STATISTICS AND

 INFOGRAPHICS

PUBLICATIONS

MAGAZINES AND MEDIA

COLLECTION

Pages: 1-10

Page: 11

Pages: 12-18

Pages: 19-20



NEWS  -  CYBERCRIMES

N ew  t o o l s  f o r  i n v e s t i g a t i n g  a n d  s t o p p i n g  cyb e r c r i m e s

 

The  EU - funded  T ITANIUM  pro ject  i s

prov id ing  European  l aw  enforcement

agenc ies  with  the  too ls  they  need  to

ident i f y  cybercr imina ls  –  even  when

they  operate  behind  the  pseudo -

anonymity  of  v i r tua l  cur renc ies .

 

 

From  l aunching  ransomware  attacks

that  demand  users  pay  a  ransom  in

B i tco in ,  to  extor t ing  v i r tua l  cur renc ies

wi th  the  threat  of  sabotage ,  cr imina l

organisat ions  cont inue  to  f ind  new

ways  to  explo i t  cryptocur renc ies .  But

they  don ’ t  s top  there .  These  cur renc ies

are  then  used  in  the  dark  market  to

fac i l i ta te  the  t ra f f ick ing  of  i l l i c i t

goods ,  data  and  serv ices .

 

 

Wishing  to  remain  anonymous  and

undetected ,  cybercr imina ls  are

part icu lar l y  att racted  to  the  anonymity

of fe red  by  cyber  cur renc ies  and  the

dark  web .  To  detect ,  t rack  and

prosecute  cybercr imes ,  l aw

enforcement  needs  new ,  data -dr iven

too ls  and  technology -based

techniques .  The  chal lenge ,  however ,  i s

to  ensure  that  these  new  too ls  don ’ t

v io late  an  ind iv idua l ’s  fundamenta l

r ight  to  pr ivacy .

  

 

 

FULL  NEWS :  

JANUARY  2020       CYBERCRIMES                                                                                                                  P.  1

 

Although  s t i l l  a  work - in -progress ,  the

T ITANIUM  pro ject  has  a l ready  deve loped

a  number  of  low -cost  and  open  source

too ls  fo r  cryptocur rency  fo rens ics .  These

inc lude  too ls  fo r  automated  pr ivacy -

preserv ing  data  col lect ion ,  a long  with

forens ic  too ls  to  analyse  data  assoc iated

with  darknet  market  and  v i r tua l

cur rency  t ransact ions .  Furthermore ,  by

analys ing  emerg ing  t rends  in  in ternet -

organised  cr ime  and  te r ror i sm  ( IOCT ) ,

researchers  have  created  assoc iated

requi rements  fo r  conduct ing  such

invest igat ions .

 

 

Al l  T ITANIUM  too ls  have  undergone

r igorous  f ie ld  tes t ing .  Once  f ina l i sed ,

the  too ls  wi l l  be  made  ava i lab le  e i ther

as  open  source  so lut ions  or  as  products

supported  by  European  SMEs .  As  part  of

i t s  work ,  the  pro ject  i s  prepar ing

t ra in ing  sess ions  that  wi l l  fac i l i ta te  the

proper  uptake  and  use  of  a l l  T ITANIUM

tools .

https://www.cde.ual.es/en/new-tools-for-investigating-and-stopping-cybercrimes/
https://cordis.europa.eu/project/rcn/209948/brief/es


NEWS  -  RAILWAY  SAFETY

F e a s i b i l i ty  a n a lys i s  o f  a  r a i lway  s a f e ty  

s e r v i c e  b a s e d  o n  E G N S S

 

The  European  Commiss ion ’s  Directorate -

Genera l  fo r  In terna l  Market ,  Indust ry ,

Entrepreneursh ip  and  SMEs  (DG  GROW )

has  i s sued  a  Pr ior  In format ion  Not ice

(PIN )  fo r  a  planned  ca l l  fo r  a  new  serv ice

contract  to  assess  the  feas ib i l i t y  of  an

EGNSS -based  sa fety  serv ice  fo r  the  ra i l

sector  beyond  2022  which  would  make  i t

poss ib le  to  ra t iona l i se  ra i l  s igna l l ing

in f ras t ructure .

 

Rai l  s igna l l ing  sys tems  are  used  to  sa fe ly

contro l  ra i lway  t ra f f ic  in  order  to  prevent

t ra in  col l i s ions .  There  are  cur rent ly  more

than  20  ra i l  s igna l l ing  sys tems  in  Europe

s ince  each  country  has  deve loped  i t s

own  ra i lway  in f ras t ructure ,  equipment

and  operat iona l  ru les .  This  has  l ed  to

increased  costs  and  technica l  and

operat iona l  complex i ty .  There fore ,  the

European  Rai l  Indust ry ,  supported  by  the

EU  Ins t i tut ions ,  i s  work ing  on  the

European  Rai l  Tra f f ic  Management

System  (ERTMS ) ,  with  an  a im  to

implement  a  common  s igna l l ing  sys tem

for  Europe .
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The  European  Commiss ion  (EC )  i s

cur rent ly  spec i fy ing  the  long - te rm

evolut ion  of  the  EGNSS  programme ,

inc luding  new  serv ices  fo r  Gal i leo  and

EGNOS .  The  use  of  an  EGNSS  rece iver  in

combinat ion  with  other  sensors  could

resu l t  in  the  prov i s ion  of  an  accurate  and

re l iab le  pos i t ion  which  would  t rans late

into  an  overa l l  improvement  in  the  ra i l

sys tem .

 

 

Gal i leo  i s  Europe ’s  Global  Nav igat ion

Sate l l i te  System  (GNSS ) ,  prov id ing  a

highly  accurate ,  guaranteed  global

pos i t ion ing  serv ice  under  c iv i l ian  contro l .

Gal i leo  i s  operat iona l  s ince  the  In i t ia l

Serv ice  declarat ion  at  the  end  of  2016 .

Ful l  Operat iona l  Capabi l i t y  i s  expected  to

be  reached  in  2020 .

 

 

EGNOS   i s  the  European  SBAS  and

augments  GPS  L1  C /A  c iv i l ian  s igna l  by

prov id ing  cor rect ions  and  in tegr i ty

in format ion  fo r  pos i t ion ing  and

nav igat ion  appl icat ions  over  Europe .

EGNOS  Vers ion  3 ,  set  to  enter  in  serv ice

in  the  near  future ,  wi l l  augment  both  GPS

and  Gal i leo  conste l la t ions  in  the  L1  and

L5  bands  and  wi l l  extend  the  serv ice  area

to  the  ent i re  l andmasse  of  EU  Member

States .

PIN

https://www.cde.ual.es/en/feasibility-analysis-of-a-railway-safety-service-based-on-egnss/
https://ted.europa.eu/TED/notice/udl?uri=TED:NOTICE:536641-2019:TEXT:EN:HTML


NEWS  -  AGREEMENT  ON  COUNTERTERRORISM

T h e  C o m m i s s i o n  a n d  K o s o v o  c l o s e  t o  a n

a g r e e m e n t  o n  c o u n t e r t e r r o r i s m

Focuss ing  on  address ing  the

chal lenges  posed  by  return ing

Fore ign  Ter ror i s t  F ighters  and  the i r

fami ly  members .  This  inc ludes  the

systemat ic  invest igat ion  and

prosecut ion  of  cr imina l  acts

committed  by  Fore ign  Ter ror i s t

F ighters ;  disengagement ,

rehabi l i ta t ion  and  re integrat ion

programmes  ins ide  and  outs ide

pr i sons ;  the  shar ing  of  ava i lab le

in format ion  on  Fore ign  Ter ror i s t

F ighters  return ing  to  Kosovo  with  EU

Member  States .

 

Commiss ioner  fo r  Migrat ion ,  Home

Af fa i r s  and  Cit izensh ip ,

Dimit r i s   Avramopoulos   endorsed  an

ar rangement  fo r  the  implementat ion  of

the  Jo int  Act ion  Plan  on  Counter -

Ter ror i sm  fo r  the  Western  Balkans  with

the  Minis ter  of  In terna l  Af fa i r s  of

Kosovo ,  Ekrem  Musta fa .

 

The  ar rangement  ident i f ies  concrete

pr ior i ty  act ions ,  which  the  Kosovan

author i t ies  should  take  in  the  course  of

2019  and  2020 ,  and  covers  a l l  f i ve

object i ves  of  the   Jo int  Act ion  Plan

(PDF ) ,  which  was  endorsed  by  the  EU

and  i t s  Western  Balkans  partners  in

October  2018 .

 

The  pr ior i ty  act ions  inc lude :
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Support ing  s t ructura l  measures ,

such  as  a  Coord inator  fo r

Counter ter ror i sm  and  fo r  Counter ing

Vio lent  Ext remism ,  an  improved

st ructure  to  Kosovo ’s  threat

assessment  analys i s  and  putt ing  in

p lace  a  coord inat ion  mechanism  fo r

new  loca l  pro jects  on  the  prevent ion

of  v io lent  ext remism .

 

Focuss ing  on  ant i -money  l aunder ing

and  counter ing  te r ror i s t  f inanc ing ,

inc luding  by  rect i f y ing  def ic ienc ies  in

the  cur rent  regulatory  f ramework ,  a

comprehens ive  r i sk  assessment  on

money  l aunder ing  and  te r ror i s t

f inanc ing ,  as  wel l  as  measures  to

encourage  the  invest igat ion  and

prosecut ion  of  the  f inanc ing  aspects  of

ter ror i sm  cases .

 

The  author i t ies  of  Kosovo  in tend  to

report  biannual l y  to  the  Commiss ion  on

the  s tate  of  implementat ion ,  inc luding  in

terms  of  any  di f f icu l t ies  they  might  be

fac ing .  The  ar rangement  a lso  ind icates

env i saged  Commiss ion  support  in  th i s

regard .  

https://www.cde.ual.es/en/the-commission-and-kosovo-close-to-an-agreement-on-counterterrorism/


NEWS  -  PSEUDONYMISATION  AND  GDPR

P s e u d o nym i s a t i o n  a s  a  t o o l  f o r  t h e  G D P R

 

Given  the  growing  importance  of

pseudonymisat ion  fo r  severa l  data

process ing  sectors ,  the  main  object i ve

of  the  ULD -ENISA  workshop ,  held  in

Ber l in ,  was  to  advance  ex i s t ing  debates

on  the  deployment  of

pseudonymisat ion  so lut ions  as  a  means

to  meet  GDPR  requi rements  and  data

contro l le r /processor  obl igat ions .  To

th is  end ,  the  workshop  a imed  to

d iscuss  and  touch  upon  core

pseudonymisat ion  techniques ,

pract ica l  approaches  and  ex i s t ing

appl icat ion  ins tant iat ions  a long  to

lega l  and  economic  i s sues .

 

One  of  the  main  outcomes  of  the

workshop  was  that  there  i s  not  one

s ing le  pseudonymisat ion  so lut ion  that

could  be  appl ied  in  a l l  cases .  Indeed ,

whi le  severa l  di f fe rent  technica l

approaches  are  ava i lab le  today ,  a  r i sk

assessment  process  should  prov ide  fo r

the  best  poss ib le  one  fo r  each

part icu lar  case ,  based  on  the  context

and  the  des i red  ut i l i t y  leve l .  Further

work  i s ,  thus ,  needed  as  regards

pract ica l  examples  and  rea l - l i fe

implementat ion  scenar ios ,  both  on  the

technica l ,  as  wel l  as  on  the  lega l  s ide .
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ENISA ,  the  European  Union  Agency  fo r

Cybersecur i ty ,  co -organised  a  workshop

on  “Pseudonymisat ion  and  re levant

secur i ty  techniques ”  with  the

Unabhängige  Landeszentrum  fü r

Datenschutz  Schleswig -Hols te in  (ULD ) ,

the  Data  Protect ion  Author i ty  of  the

German  Federa l  State  of  Schleswig -

Hols te in .

 

Pseudonymisat ion  i s  a  wel l -known  de -

ident i f icat ion  process  that  has  gained

addi t iona l  attent ion  fo l lowing  the

adopt ion  of  GDPR ,  where  i t  i s

re fe renced  as  both  a  secur i ty  and  data

protect ion  by  des ign  mechanism .  In

addi t ion ,  in  the  GDPR  context ,

pseudonymisat ion  can  motivate  the

re laxat ion ,  to  a  cer ta in  degree ,  of  data

contro l le rs ’  l ega l  obl igat ions  i f  proper ly

appl ied .
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EDA Chief Executive Jorge Domecq today

hosted a meeting of the principals of the cyber

organisations signatories of the Memorandum of

Understanding (MoU) concluded in May 2018:

the European Union Agency for Cybersecurity

(ENISA), the European Union Agency for Law

Enforcement Cooperation (Europol) and the

Computer Emergency Response Team for the

EU Institutions, Bodies and Agencies (CERT-EU).

 

The purpose of the meeting was to assess the

progress achieved since the 2018 MoU and to

plan the future cooperation activities for 2020-

2021. The MoU provides a comprehensive

cooperative framework through which civil-

military synergies can be promoted, ultimately

aiming to improve cybersecurity of all

stakeholders and support Member States’ cyber

defence programmes.

 

In 2019, quadrilateral cooperation was further

enhanced with various activities, regular

exchanges on topical cybersecurity aspects and

participation in respective events of interest.

 

 

Looking ahead, the collaboration roadmap

prepared by the MoU working group envisages

concrete activities on cyber training & education,

technology development. The updated roadmap

sets ambitious objectives for the coming year,

effectively taking the level of cooperation to a

new level. As part of the cooperation, the four

partners are planning to organise a major event

in the second part of 2020, improve their

cooperation along the lines of major

cybersecurity policy implementation (notably,

the Cybersecurity Act) and the update Cyber

Defence Policy Framework. They also commit to

pay additional attention to improving incident

response mechanisms and processes as well as

increased joint contributions to high visibility

events on Cybersecurity and Cyber Defence.

A proposal for a
 European cybersecurity

 taxonomy

Cyb e r s e c u r i ty :  Ag e n c i e s  a s s e s s  f u t u r e  

o p p o r t u n i t i e s  f o r  c o o p e r a t i o n

FULL NEWS:

https://www.cde.ual.es/en/cybersecurity-agencies-assess-future-opportunities-for-cooperation/
https://www.cde.ual.es/ficha/terrorismo-como-hace-frente-el-parlamento-ante-la-amenaza/
https://www.cde.ual.es/ficha/a-proposal-for-a-european-cybersecurity-taxonomy-study/


NEWS  -  TACTICS  SYMPOSIUM

H e l i c o p t e r  T a c t i c s  Sym p o s i u m

 

Around  50  hel icopter  tact ics  spec ia l i s t s

f rom  1 1  EDA  part ic ipat ing  Member

States  as  wel l  as  representat i ves  of  the

Hel icopter  Tact ics  Ins t ructors  Course

(HTIC ) ,  the  Jo int  Ai r  Power  Competence

Centre  (JAPCC ) ,  and  European

Hel icopter  indust ry  met  recent ly  in  the

Ai r  Manoeuvre ,  Tra in ing  and  Exerc i se

Centre  (AMTEC )  s i tuated  in  Cel le ,

Germany ,  fo r  the  10th  Hel icopter  Tact ics

Sympos ium ,  organised  under  the  EDA ’s

Hel icopter  Exerc i se  Programme  (HEP ) .

 

This  annual  event  proved  once  more  to

be  a  unique  occas ion  fo r  European

hel icopter  crews  to  discuss  and  share

expert i se  and  best  pract ices  re lated  to

he l icopter  tact ics  and  to  learn  about  

t ra in ing  opportuni t ies  under  the

Hel icopter  Exerc i se  Programme  (HEP ) .

 

A  centra l  part  of  the  sympos ium  was

devoted  to  drawing  the  tact ica l  lessons

f rom  recent  EDA  hel icopter  exerc i ses .

Other  sess ions  addressed  the  lessons

learned  f rom  operat ion  MINUSMA  in

Mal i  as  wel l  as  the  exper iences  made  by

hel icopter  pi lots  in  I raq  and  L ibya .
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FULL NEWS:

 

Sympos ium  attendees  a lso  rece ived

deta i led  in format ion  on  hel icopter

tact ics  such  as  aer ia l  gunnery ,  personnel

recovery ,  a i r  assaul t /a i rmobi le

operat ions  and  i t s  planning  cyc le ,  NVG

tra in ing  and  Attack  Hel icopter  Tact ics .  A

representat i ve  f rom  Sweden  br ie fed  on

the  country ’s  new  Hel icopter  Tact ics

Tra in ing  Concept  which  wi l l  inc lude

courses  given  under  the  umbre l la  of

EDA  such  as  HTC  and  HTIC .

 

A  new  top ic  on  the  annual  EDA

Hel icopter  Tact ics  Sympos ium  was

Elect ron ic  Warfare  (EW ) .  In  that  context ,

part ic ipat ing  Member  States ’  experts

a l so  prov ided  br ie f ings  on  evas ive

t ra in ing  and  EW  threats .   Look ing  ahead ,

sympos ium  part ic ipants  were  br ie fed  on

upcoming  HEP  exerc i ses ,  inc luding  Swi f t

B lade  2020  ( to  be  held  in  The

Nether lands  and  Belg ium )  which  wi l l

focus  on  hel icopter  Compos i te  Ai r

Operat ions  (COMAO )  and  nat iona l

t ra in ing  requi red  by  the  part ic ipat ing

member  s tates .  In  2021 ,  the  annual  HEP

exerc i se  wi l l  take  place  in  Portuga l

under  the  l abe l  ‘Hot  Blade ’ .

 

 

 

 

https://www.cde.ual.es/en/helicopter-tactics-symposium/
http://ow.ly/AoKE30j775H
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The  Counci l  has  adopted  a  cr i s i s

management  concept  (CGC )  fo r  a  new

Common  Secur i ty  and  Defence  Pol icy

(CSDP )  c iv i l  adv isory  miss ion  in  the  Centra l

Af r ican  Republ ic  (EUAM  RCA ) .

 

The  miss ion  wi l l  support  the  re form  of

interna l  secur i ty  fo rces  so  that  Centra l

Af r ican  author i t ies  can  mit igate  the

cur rent  secur i ty  chal lenges  in  the  country .

EU  experts  wi l l  support  the  Minis t ry  of

Inter io r  and  in terna l  secur i ty  fo rces  –  the

pol ice  and  the  gendarmer ie  –  to  ass i s t  in

i t s  deployment  throughout  the  country .

 

The  miss ion  wi l l  adv ise  the  Centra l  Afr ican

author i t ies  at  the  s t rateg ic  leve l  in  support

o f  the  susta inable  t rans format ion  of  the

interna l  secur i ty  fo rces  of  the  Centra l

Af r ican  Republ ic  in to  a  coherent  and

respons ib le  secur i ty  guarantor  operat ing

under  nat iona l  contro l .  The  miss ion  wi l l  act

in  c lose  coord inat ion  with  the  EU  Mil i ta ry

Tra in ing  Miss ion  (EUTM  RCA ) ,  the  MINUSCA

miss ion  of  the  United  Nat ions  and  the

internat iona l  community .

 

 

 

 

 

 

 FULL NEWS:

T h e  E U  a g r e e s  o n  a  f u t u r e  m i s s i o n  t o  s u p p o r t  s e c u r i ty  i n

t h e  C e n t r a l  Af r i c a n  R e p u b l i c

 

The  approva l  of  a  cr i s i s  management

concept  i s  the  f i r s t  s tep  in  undertak ing  a

new  PCSD  miss ion ,  af ter  which

preparat ions  fo r  deployment  wi l l  begin .

The  Centra l  Afr ican  Republ ic  wi l l  be  the

th i rd  country ,  af ter  Mal i  and  Somal ia ,  to

rece ive  support  f rom  a  mil i ta ry  and  other

c iv i l ian  CSDP  miss ion  at  the  same  t ime .
 

 

 

 

 

 

INTERNATIONAL COOPERATION AND

DEVELOPMENT

http://ow.ly/AoKE30j775H
https://www.cde.ual.es/en/the-eu-steps-up-support-to-prevent-violent-extremism-and-radicalisation-in-central-asia/
https://ec.europa.eu/info/sites/info/files/swd_2018_362_f1_staff_working_paper_en_v2_p1_984066.pdf
https://www.cde.ual.es/ficha/international-cooperation-and-development/


NEWS  -  DEFENCE  EXPENDITURE

€44 .5  bi l l ion  on  Defence  Investment

(procurement  of  new  equipment  and  R&D ) ,

represent ing  19 .9% of  Tota l  Defence

Expendi ture  aga inst  a  col lect i ve  benchmark

of  20%.

 

The  European  Defence  Agency  has  publ i shed

i ts   annual  Defence  Data  report  fo r  the  year

2018 ,  deta i l ing  spending  by  the  27  EDA

Member  States .

 

Tota l  defence  expendi ture  s tands  at  €223

bi l l ion ,  represent ing  a  3% increase  on  2017  

and  marks  the  f i f th  consecut ive  year  of

increased  defence  spending .  EDA ’s  report  a lso

f inds  that  Member  States  are  not  meet ing

spending  commitments  in  key  areas .

 

The  year ’s  report  f inds  that  overa l l  defence

spending  by  the  27  EDA  Member  States  has

a lmost  returned  to  pre - f inanc ia l  cr i s i s  leve l s ,

€225  bi l l ion  in  2007  compared  to  €223 .4

bi l l ion  in  2018 .  This  leve l  of  spending

represents  1 .4% of  GDP  and  3 . 1% of  tota l

government  expendi ture .  Although  overa l l

spending  fe l l  by  1 1% between  2007  and  2013 ,

s ince  2014  Member  States  defence

expendi ture  i s  increas ing  in  l ine  with

economic  growth .

 

Shortfa l ls  on col lect ive  spending
commitments
DA ’s  report  prov ides  deta i led  analys i s  of  how

current  spending  re lates  to  these  four

co l lect i ve  benchmarks  agreed  at  the  EDA

Steer ing  Board  in  2007 ,  as  fo l lows :

 

 

 

 

 

 

 

 

 

€6 .4  bi l l ion  on  European  Col laborat i ve

Defence  Equipment  Procurement ,

represent ing    17 .8% of  Tota l  Defence

Equipment  Procurement  aga inst  a

col lect i ve  benchmark  of  35%.

€2 . 1  bi l l ion  on  Defence  Research  and

Technology ,  tota l l ing  0 .9% of  Tota l  Defence

Expendi ture  aga inst  a  col lect i ve  benchmark

of  2%.

€ 153  mil l ion  on  European  Col laborat i ve

Defence  R&T ,  tota l l ing  7 .3% of  Tota l

Defence  R&T  aga inst  a  col lect i ve

benchmark  of  20%.

14  Member  States  spent  20% or  more  of

the i r  defence  budget  on  investment  in

2018 ,  up  f rom  7  s tates  in  2014 .

21  Member  States  now  dedicate  more  than

10% of  defence  budget  on  investments .

8  Member  States  combined  account  fo r

96% of  tota l  defence  research  and

technology  spending ,  with  the  l a rgest  four

account ing  fo r  85%.

 

 

Key f indings
However ,  among  the  27  EDA  Member  States

some  dispar i t ies  in  achiev ing  these

benchmarks  can  be  observed :
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FULL NEWS:

N ew  E DA  R e p o r t  o n  D e f e n c e  Exp e n d i t u r e

Defence Data 
2017-2018. 

Key Findings and
 Analysis

https://www.cde.ual.es/los-recientes-planes-de-la-ue-en-materia-de-defensa-implican-riesgos-para-el-rendimiento/
https://www.cde.ual.es/en/new-eda-report-on-defence-expenditure/
https://www.cde.ual.es/ficha/terrorismo-como-hace-frente-el-parlamento-ante-la-amenaza/
https://www.cde.ual.es/ficha/defence-data-2017-2018-key-findings-and-analysis/


NEWS  -  CYBERSECURITY  CERTIFICATION  FRAMEWORK

 

A  va l idat ion  workshop  has  been  del i vered  by

the  European  Union  Agency  fo r  Cybersecur i ty

to  debate  with  s takeholders  on  act iv i t ies  in

support  of  the  deployment  of  the  EU

cybersecur i ty  cer t i f i cat ion  f ramework .

 

Pursuant  to  the  EU  Cybersecur i ty  Act  that

entered  in to  fo rce  on  27th   June  2019 ,  ENISA

supports  and  promotes  the  deve lopment  and

implementat ion  of  Union  pol icy  on

cybersecur i ty  cer t i f i cat ion  of  ICT  products ,

serv ices  and  processes .

 

Object ives
 

This  va l idat ion  workshop  on  “Support ing  the

deployment  of  the  EU  Cybersecur i ty

Cert i f i cat ion  Framework ”  a imed  to  present

the  ef for ts  that  ENISA  has  undertaken  s ince

the  entry  in to  fo rce  of  the  Act  and

throughout  2019 .  Presentat ions  inc luded

analys i s  and  recommendat ions  as  wel l  as

input  on  the  response  to  Commiss ion

requests  notably  on  a  Common  Cr i ter ia

scheme .

 

The  object i ve  of  th i s  workshop  in  te rms  of

va l idat ing  del i verables  with  s takeholders  was

met  and  i t  demonst rated  in  pract ica l  te rms

the  engagement  of  the  Agency  in  te rms  of

accountabi l i t y  and  s takeholders ’  invo lvement

in  the  product ion  of  i t s  output .  This  i s  an

area  to  be  monitored  fu r ther .

 

 

 

 

Topics  Discussed
 

The  debate  on  the  var ious  del i verables  ca l led

for  engaging  discuss ions  with  an  expert

audience  on  such  areas  as ,  handl ing  of

vu lnerabi l i t ies ;  maintenance  of  a  scheme  in

Common  Cr i ter ia ;  content  of  a  cybersecur i ty

cer t i f i cat ion  scheme ;  aspects  of  deployment

of  a  scheme  and  market  buy - in ;  aspects

re lated  to  s tandard isat ion  and  the  need  to

a l ign  planning  cer t i f i cat ion  schemes  with  the

evo lut ion  of  s tandards .

 

Further  Steps
 

Responding  to  Commiss ion  requests ,  ENISA  i s

cur rent ly  car ry ing  out  work  on  two  di f fe rent

cybersecur i ty  cer t i f i cat ion  schemes ,  re lated

to  Common  Cr i ter ia  and  Cloud  serv ices .
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FULL NEWS:

 

S u p p o r t  f o r  t h e  c r e a t i o n  o f  a n  E U  cyb e r s e c u r i ty

c e r t i f i c a t i o n  f r a m ewo r k

Pseudonymisat ion 
techniques and
 best  pract ices

 

http://www.cde.ual.es/lucha-contra-el-trafico-de-bienes-culturales/
https://www.cde.ual.es/el-servicio-de-aviones-teledirigidos-de-la-emsa-reforzara-la-vigilancia-maritima-en-croacia/
https://www.cde.ual.es/en/support-for-the-creation-of-an-eu-cybersecurity-certification-framework/
https://www.cde.ual.es/ficha/pseudonymisation-techniques-and-best-practices-recommendations-on-shaping-technology-according-to-data-protection-and-privacy-provisions/


Violence:  Europol  i s  see ing  an  increase  in

v io lence  l inked  to  c lashes  between  cr imina l

groups ,  such  as  gang - l inked  k i l l ings .  The

latest  t rends  l inked  to  organised  cr ime

groups  invo lved  with  drugs  inc lude

increas ing  v io lence  (shoot ings  and

bombings ) ,  cor rupt ion  and  rap id  fo rmat ion

of  global  networks .

Terror ism:  There  i s  c lear  ev idence  outs ide

the  EU  of  revenue  generated  by  some

organised  cr imina l  groups  invo lved  in  drugs

t ra f f ick ing  being  l inked  to  te r ror i sm .

Fatal  casualt ies :  Drug - re lated  deaths  in

Europe  are  at  an  a l l - t ime  high ,  most ly

a f fect ing  younger ,  more  vu lnerable

members  of  soc iety .

Asset  recovery :  Despi te  comprehens ive

money  l aunder ing  leg i s la t ion  in  EU  Member

States ,  the  resu l t s  of  asset  t rac ing  in  te rms

of  conf i scat ions  remain  at  an  ext remely  low

leve l .  Of  the  bi l l ions  of  euros  generated  by

the  i l l i c i t  drug  t rade  in  Europe  around  only

1% i s  conf i scated  and  more  needs  to  be

done  to  address  th i s  s i tuat ion .  The  resu l t  i s

an  increas ing  number  of  cr imina l  groups

with  s ign i f icant ly  higher  prof i t s ,  which  can

be  used  to  fund  other  i l l i c i t  operat ions  and

to  in f i l t ra te  leg i t imate  bus iness  s t ructures .
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Organised cr ime groups :  The  number  of

ident i f ied  cr imina l  groups  operat ing  in  the

EU  in  2019  s tands  at  more  than  5  000  and

there  are  new  types  of  organised  cr imina l

groups  emerg ing  in  Europe ,  inc luding ,

among  others ,  s t reet  gangs  and  var ious

groups  hav ing  the i r  roots  outs ide  the  EU .

Scale  of  the drugs market :  The  drug

market  i s  cons idered  to  be  the  l a rgest

cr imina l  market  in  the  EU  with  more  than

35% of  the  cr imina l  groups  act ive  in  the  EU

being  invo lved  in  the  product ion ,

t ra f f ick ing ,  dis t r ibut ing  and  se l l ing  of  drugs .

Supply  and traf f icking:  Europol  sees  a

c lear  increase  in  drug  supply  and  t ra f f ick ing

act iv i t ies  and  the  EU  i s  not  only  a

product ion  hub  fo r  synthet ic  drugs  but  a lso

a  key  market  fo r  coca ine .  Tra f f ick ing  by

conta iners  i s  one  of  the  main  methods  fo r

t ransport ing  coca ine  to  the  EU ,  with  1%

enter ing  as  a  resu l t  of  onl ine  orders  and

subsequent  parce l  post  del i very .

 

In  the  3rd  annual  conference :   Drugs  in

Europe :  tack l ing  top - leve l  drug  t ra f f ick ing

organisat ions  and  l a rge  sca le  supply ,  top ics

such  as  organised  cr ime  groups  and  te r ror i sm ,

amongst  others ,  were  discussed .

 

Topics  Discussed at  the conference
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

FULL NEWS:

NEWS  -  DRUGS  IN  THE  EU

T h i r d  An n u a l  C o n f e r e n c e  o n  D r u g s  i n  E u r o p e

http://www.cde.ual.es/facebook-cambridge-analytica-el-pe-exige-medidas-para-garantizar-la-privacidad/
https://www.cde.ual.es/en/third-annual-conference-on-drugs-in-europe/
http://www.cde.ual.es/facebook-cambridge-analytica-el-pe-exige-medidas-para-garantizar-la-privacidad/
https://www.europol.europa.eu/


F E W E R  C A R S  S T O L E N  I N  M O S T

M E M B E R  S T A T E S

D E F E N C E  D A T A  2 0 1 7 - 2 0 1 8 .  K E Y  F I N D I N G S

A N D  A N A L Y S I S

Statistics published by the EDA on total defense
expenditure in the European Union from 2005 to 2018

J A N U A R Y  2 0 2 0

S T A T I S T I C S  A N D

I N F O G R A P H I C S

E U - S U D A N

R E L A T I O N S

CLICK HERE

R O B B E R I E S  I N  T H E  E U  D O W N  B Y

2 4 %  B E T W E E N  2 0 1 1  A N D  2 0 1 7

R E S U L T S  O F  T H E  E U  F I G H T  A G A I N S T

O R G A N I S E D  C R I M E  I N  2 0 1 8

https://www.consilium.europa.eu/es/infographics/interoperability/
https://www.cde.ual.es/ficha/defence-data-2017-2018-key-findings-and-analysis/
https://www.consilium.europa.eu/es/infographics/cyber-security/
https://ec.europa.eu/eurostat/web/products-eurostat-news/-/DDN-20191104-1?inheritRedirect=true&redirect=%2Feurostat%2Fnews%2Fwhats-new
https://ec.europa.eu/eurostat/web/products-eurostat-news/-/DDN-20191031-1?inheritRedirect=true&redirect=%2Feurostat%2Fnews%2Fwhats-new
https://www.cde.ual.es/wp-content/uploads/2020/01/eu-sudan_factsheet.pdf
https://www.consilium.europa.eu/es/infographics/fight-against-organised-crime-2018-results/
https://www.consilium.europa.eu/es/infographics/making-europe-more-secure-sharing-information/
https://www.cde.ual.es/ficha/defence-data-2017-2018-key-findings-and-analysis/
https://bit.ly/2BppmB2
https://www.consilium.europa.eu/es/infographics/saving-lives-sea-february-2018/
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PUBLICATIONS

GUARDIAN  OF  THE  GALAXY :  EU  CYBER  SANCTIONS  AND

NORMS  IN  CYBERSPACE

CYBER  DIPLOMACY  IN  THE  EUROPEAN  UNION

ABSTRACT: This Chaillot Paper  – which uses space exploration as a metaphor to demystify
some of the concepts and challenges linked to cyber-related policymaking –  focuses on the
EU’s cyber sanctions regime. The newly-established regime represents a significant
achievement in the EU’s ambition to defend the rules-based international order, and ensure
broader global adherence to agreed norms of responsible behaviour in cyberspace. However,
the growing complexity of cyber threats and the proliferation of malicious actors in the cyber
domain indicate that the scale of the challenges ahead should not be underestimated.
Publication date: 31-10-2019
Author:  European Union Institute for Security Studies
Link:  
Key words: transnational challenges, cyber, sanctions
ISBN / ISSN: 978-92-9198-850-1 / 1683-4917
 
 

ABSTRACT: The use of the internet to access information, communicate with people across
the world, or deliver public services is often taken for granted. However, with the growing
importance of cyberspace for pursuing their interests, governments are increasingly
interested in ways in which citizens access and use different components of cyberspace.
Publication date: 27-11-2019
Author: European Union Institute for Security Studies
Link:  
Key words: access to EU information, access to information, computer crime, data
protection, digital technology, diplomatic relations, electronic government, EU Member
State, information policy, information technology applications, Internet
ISBN: 978-92-9198-856-3

CLICK HERE

CLICK HERE

ABSTRACT: The Commission made a commitment in the Communication adopted in
September 2018 (COM (2018) 630 final) to launch a pilot phase under Horizon 2020 to help
bring national cybersecurity centres together into a network. In this context, the goal of this
document is that of aligning the cybersecurity terminologies, definitions and domains into a
coherent and comprehensive taxonomy to facilitate the categorisation of EU cybersecurity
competencies.
Publication date:  06-11-2019
Author: Joint Research Centre
Link:  
Key words: classification, information security, research report, terminology
ISBN/ISSN: 978-92-76-11603-5 / 1831-9424
 
 

A  PROPOSAL  FOR  A  EUROPEAN  CYBERSECURITY

TAXONOMY .  STUDY

CLICK HERE

https://www.cde.ual.es/ficha/cyber-diplomacy-in-the-european-union/
https://www.cde.ual.es/ficha/guardian-of-the-galaxy-eu-cyber-sanctions-and-norms-in-cyberspace/
https://www.cde.ual.es/ficha/a-proposal-for-a-european-cybersecurity-taxonomy-study/


EMCDDA  OPERATING  GUIDELINES  FOR  THE  EUROPEAN  UNION

EARLY  WARNING  SYSTEM  ON  

NEW  PSYCHOACTIVE  SUBSTANCES

ABSTRACT: MDMA, amphetamine and methamphetamine are produced in the European
Union in illicit laboratories to satisfy the demands of European consumers, and in the case of
MDMA in particular, increasingly to supply consumers in other regions of the world.
Publication date:  26-11-2019
Author: European Monitoring Centre for Drugs and Drug Addiction
Link:  
Key words: drug addiction, European Union, fight against crime, psychotropic
substance, regulation (EU)
ISBN/ISSN:  978-92-9497-443-3 / 2315-1463

ABSTRACT: New psychoactive substances can cause serious cross-border threats to health.
In Europe, a three-step legal framework of early warning, risk assessment, and control
measures allows the European Union to rapidly detect, assess, and respond to the public
health and social threats caused by new psychoactive substances.
Publication date: 20-12-2019
Author: European Monitoring Centre for Drugs and Drug Addiction
Link:  
Key words: drug addiction, Europe, European Monitoring Centre for Drugs and Drug
Addiction, health control, health policy, health risk, narcotic, psychotropic substance, public
health, report, scientific report
ISBN / ISSN: 978-92-9497-460-0

CLICK HERE

CLICK HERE

ABSTRACT: Currently, the data sources available suggest that overall methamphetamine
availability and use in Europe remains relatively low, in comparison with other stimulant drugs.
However, when viewed collectively, the data suggest that threats in this area appear to be
growing to a point at which they cannot be ignored. There is also evidence of large-
scale production in Europe for non-European countries, and significant production in some
countries bordering the European Union.
Publication date:  26-11-2019
Autor: Europol , European Monitoring Centre for Drugs and Drug Addiction
Link:  
Palabras clave: drug addiction, electronic commerce, Europe, fight against crime, illicit
trade, organised crime, postal service, psychotropic substance
ISBN/ISSN:  978-92-9497-436-5
 

CLICK HERE

l a s  d r o g a s  e n  LA  U E
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PUBLICATIONS

DRUG  PRECURSOR  DEVELOPMENTS  IN  THE  EUROPEAN

UNION

METHAMPHETAMINE  IN  EUROPE .  EMCDDA -EUROPOL

THREAT  ASSESSMENT  2019

https://www.cde.ual.es/ficha/drug-precursor-developments-in-the-european-union-2/
https://www.cde.ual.es/ficha/methamphetamine-in-europe-emcdda-europol-threat-assessment-2019/
https://www.cde.ual.es/ficha/emcdda-operating-guidelines-for-the-european-union-early-warning-system-on-new-psychoactive-substances/


D R U G  MAR K E T  I N  T H E  E U

JANUARY  2020                                                                                                                                    P.  14

PUBLICATIONS

ESTIMATING  THE  SIZE  OF  THE  MAIN  I LL IC IT  RETAIL  

DRUG  MARKETS  IN  EUROPE .  AN  UPDATE

USING  OPEN -SOURCE  INFORMATION  TO  IMPROVE

THE  EUROPEAN  DRUG  MONITORING  SYSTEM

ABSTRACT: The first market size estimates for cannabis, cocaine, MDMA, amphetamines
and heroin were published in the EMCDDA‐Europol 2016 European Drug Markets Report,
covering 2013. The challenges in obtaining such estimates were recognised at that time,
though the need to assist policymakers in prioritising interventions by providing information on
the scale, relative importance and changes in the markets for different drugs outweighed
these concerns.
Publication date: 06-12-2019
Author: European Monitoring Centre for Drugs and Drug Addiction
Link:
Key words: drug addiction, drug traffic, hemp, illicit trade, narcotic, organised crime, public
health, report
ISBN / ISSN: 978-92-9497-444-0
 

RESUMEN: This paper describes open-source information monitoring and how we use it at
the European Monitoring Centre for Drugs and Drug Addiction (EMCDDA) in the area of drug
markets — what it is and, importantly, what it is not; the methodology for its use; what it can
be used for; and its limitations.
Fecha de Publicación: 02-12-2019
Autor: European Monitoring Centre for Drugs and Drug Addiction
Link:  
Palabras clave: data collection, drug addiction, drug surveillance, European Union, fight
against crime, monitoring report, narcotic, psychotropic substance, public health, regulation
(EU), supply and demand
ISBN / ISSN: 978-92-9497-433-4 / 2315-1463
 

CLICK HERE

CLICK HERE

ABSTRACT: The evidence provided in this third European Drug Markets Report and the links to
organised crime that it highlights are a major contribution to informing policymakers. Confronted
with such a growing threat, the European Union must be innovative and forward-looking; it must
step up its effort to fight the criminal activities, while keeping drugs policy anchored in a balanced
and evidence-based approach.
Publication date: 27-11-2019
Author: Europol
Link:  
Key words: drugs, member states, drug use, policies, drug market
ISBN / ISSN: 978-92-846-2949-7
 
 

DRUG  MARKETS  REPORT  2019

CLICK HERE

https://www.cde.ual.es/ficha/using-open-source-information-to-improve-the-european-drug-monitoring-system/
https://www.cde.ual.es/ficha/drug-markets-report-2019/
https://www.cde.ual.es/ficha/estimating-the-size-of-the-main-illicit-retail-drug-markets-in-europe-an-update/


ANNUAL  ACTIVITY  REPORT  2018

ABSTRACT: Report on the missions and operations carried out in 2018 by the European Union.
Publication date:  26-11-2019
Author: European External Action Service
Link:  
Key words:  common security and defence policy, EU military mission, EU police mission, EU
relations, military cooperation, military training, police cooperation
ISBN / ISSN: 978-92-9238-621-4 / 2599-9362
 
 

ABSTRACT: ENISA produced 40 reports on different aspects of the network and information
security. These include the latest version of the ENISA threat landscape, guidelines on the safety
assessment of digital service providers and the compliance of essential service operators with the
security requirements set forth in NISD.
Publication date: 11-10-2019
Author: European Union Agency for Cybersecurity
Link: 
Key words: activity report, data protection, European Network and Information Security
Agency, information processing, information technology
ISBN / ISSN: 978-92-9204-297-4 / 2314-9434

CLICK HERE

CLICK HERE

AN N UAL  R E P O R T S  2018
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PUBLICATIONS

EUROPEAN  UNION  COMMON  SECURITY  AND  DEFENCE  POLICY .

MISSIONS  AND  OPERATIONS  :  ANNUAL  REPORT  2018

ANNUAL  REPORT  2018  EDA

ABSTRACT: 2018 was an important year for European defence capability prioritisation as the
revised Capability Development Plan (CDP) was approved in June by EDA’s Steering Board in
Capability Directors’ composition. Deriving from the new CDP, 11 EU Capability Development
Priorities were defined.
Publication date: 07-11-2019
Author: Agencia Europea de Defensa
Link: 
Key words: activity report, air safety, armed forces, defence budget, defence expenditure, energy
policy, EU environmental policy, EU Military Committee, EU military mission, European Defence
Agency, European defence policy, maritime safety, militarisation of space, military cooperation, new
technology, satellite communications, small and medium-sized enterprises
ISBN/ISSN: 978-92-95075-46-7 / 2363-4340

CLICK HERE

https://www.cde.ual.es/ficha/european-union-common-security-and-defence-policy-missions-and-operations-annual-report-2018/
https://www.cde.ual.es/ficha/annual-activity-report-2018/
https://www.cde.ual.es/ficha/annual-report-2018-eda/
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PUBLICATIONS

ENGAGING  WITH  THE  WESTERN  BALKANS  AN  INVESTMENT  IN

EUROPE ’S  SECURITY

LIBYA ’S  CONFLICT

ABSTRACT: Security in the Western Balkans is not just a matter for the region itself although it
is clear that slow progress on security issues such as rule of law, organised crime, extremism
and radicalisation – is also undermining advances in other areas, holding back socio-economic
progress and discouraging investments.
Publication date: 26-11-2019
Author: European Political Strategy Centre
Link:  
Key words: European security, investment, the EU's international role, Western Balkans
ISBN/ISSN: 978-92-79-85964-9 / 2529-623X

ABSTRACT: Eight years after the revolution, Libya is in the middle of a civil war. For more
than four years, international conflict resolution efforts have centred on the UN-sponsored
Libya Political Agreement (LPA) process, unfortunately without achieving any breakthrough. In
fact, the situation has even deteriorated since the onset of Marshal Haftar’s attack on Tripoli on
4 April 2019.
Publication date: 04-11-2019
Author: European Union Institute for Security Studies
Link: 
Key words: war, conflict
ISBN/ISSN: 978-92-9198-779-5 / N 2315-1110

CLICK HERE

CLICK HERE

STRATEGIC  INVESTMENT .  MAKING  GEOPOLIT ICAL  SENSE  OF  THE

EU 'S  DEFENCE  INDUSRTIAL  POLICY

ABSTRACT: This 'Chaillot paper' focuses on new EU initiatives in the defence domain – in
particular the creation of the European Defence Fund – and on the Union’s evolving role and
engagement in this sector.
Publication date: 03-01-2020
Author: European Union Institute for Security Studies
Link:
Key words: defence expenditure, EU investment, European defence
policy, innovation, strategic defence
ISBN/ISSN: 978-92-9198-853-2/ 1683-4917

CLICK HERE

G E O P O L I T I C S  AN D  D E F E N S E

https://www.cde.ual.es/ficha/engaging-with-the-western-balkans-an-investment-in-europes-security/
https://www.cde.ual.es/ficha/lybias-conflict/
https://www.cde.ual.es/ficha/strategic-investment-making-geopolitical-sense-of-the-eus-defence-industrial-policy-2/
https://bit.ly/2Azp6zo


DYNAMIC  GLOBAL  CONFLICT  RISK  INDEX

ABSTRACT: This report presents a dynamic model of the Global Conflict Risk Index (GCRI), a
conflict risk model supporting the design of European Union’s (EU) conflict prevention strategies
developed by the Joint Research Centre (JRC) of the European Commission (EC) in
collaboration with an expert panel of researchers and policy-makers.
Publication date: 20-12-2019
Autor: Joint Research Centre
Link:  
Palabras clave: research policy and organisation, Foreign and security policy —
Defence, International policySubject: conflict prevention, data collection, data
processing, establishment of peace, European defence policy, information analysis, international
security, peacekeeping, statistical method, war
ISBN/ISSN: 978-92-76-14133-4 / 1831-9424

ABSTRACT: The Global Conflict Risk Index (GCRI) is the quantitative starting point of the
EU’s conflict Early Warning System. The GCRI expresses the statistical risk of violent conflict
in a given country in the upcoming one to four years. It is based on open source data and
grounded in the assumption that the occurrence of conflict is linked to structural conditions,
which are used to compute the probability and intensity of conflicts.
Publication date: 20-12-2019
Author: Joint Research Centre
Link:  
Key words: artificial intelligence, conflict prevention, data collection, data
processing, establishment of peace, European defence policy, information
analysis, international security, peacekeeping, statistical method, war
ISBN/ISSN: 978-92-76-14306-2 / 1831-9424

CLICK HERE

CLICK HERE

ABSTRACT: This annual assessment of the cybercrime threat landscape highlights the
persistence and tenacity of a number of key threats. In all areas, we see how most of the main
threats have been reported previously, albeit with variations in terms of volumes, targets and
level of sophistication. New threats do not only arise from new technologies but, as is often
demonstrated, come from known vulnerabilities in existing technologies.
Publication date: 09-10-2020
Autor: Europol
Link:
Key words: cybersecurity, cyber threats, assessment
 
 

CLICK HERE
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THE  GLOBAL  CONFLICT  RISK  INDEX .  ARTIF IC IAL  INTELL IGENCE

FOR  CONFLICT  PREVENTION  -  STUDY

INTERNET  ORGANISED  CRIME  THREAT  ASSESSMENT  ( IOCTA )

2019

R I S K  AS S E S S M E N T S

https://www.cde.ual.es/ficha/dynamic-global-conflict-risk-index/
https://www.cde.ual.es/ficha/the-global-conflict-risk-index-artificial-intelligence-for-conflict-prevention-study/
https://www.cde.ual.es/ficha/internet-organised-crime-threat-assessment-iocta-2019/
https://bit.ly/2Azp6zo


EXPORT  CONTROL  HANDBOOK  FOR  CHEMICALS .  STUDY

RESUMEN: The EU has instruments to prevent the export of items that could contribute to the
proliferation of Weapons of Mass Destruction (WMD). The most known instrument for Export
Control is the (EU) Dual-use regulation, however, other regulations also affect the export control
of chemicals such as restrictive measures for certain countries, military items included in the
Common Military List, explosives precursors and psychotropic/narcotics precursors.
Fecha de Publicación: 07-11-2019
Autor: Joint Research Centre
Link:  
Palabras clave: chemical industry, chemical product, dual-use technology, environmental risk
prevention, export, guide, health risk, import, regulation (EU), transport of dangerous goods
ISBN/ISSN: 978-92-76-11970-8 / 1831-9424

RESUMEN: In order to support the European Commission in the preparation of future initiatives
fostering the sustainability of strategic supply chains, this study was commissioned to assess
bottlenecks in the supply of materials needed for the development of technologies important to
Europe’s defence and civil industries. The study focuses on five dual-use technology areas,
namely advanced batteries, fuel cells, robotics, unmanned vehicles and additive manufacturing
(3D printing).
Fecha de Publicación: 31-10-2019
Autor: Joint Research Centre
Link: 
Palabras clave: 3D printing, defence policy, drone, dual-use technology, electricity storage
device, fuel cell, report, robotics, technological change
ISBN/ISSN: 978-92-76-11102-3 / 1831-9424

CLICK HERE

CLICK HERE

ABSTRACT: The overall objective of this study, carried out under contract to DG Energy, is to
review existing procedures amongst Member States (MS) and identify good practices for the
purpose of promoting the effective implementation of the public information and transparency
provisions of the Euratom legislation. Its scope includes both arrangements to deal with national
emergencies as well as those with cross-border impacts.
Publication date: 20-12-2020
Author: Directorate-General for Energy
Link:
Key words: access to information, crisis management, directive (EU), nuclear safety, safety
standard
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MATERIALS  DEPENDENCIES  FOR  DUAL -USE  TECHNOLOGIES

RELEVANT  FOR  EUROPE ’S  DEFENCE  SECTOR

STUDY  ON  GOOD  PRACTICES  IN  IMPLEMENTING  THE

REQUIREMENTS  ON  PUBLIC  INFORMATION  IN  THE  EVENT  OF  AN

EMERGENCY ,  UNDER  THE  EURATOM  BASIC  SAFETY  STANDARDS

DIRECTIVE  AND  NUCLEAR  SAFETY  DIRECTIVE .  FINAL  REPORT

O T H E R  T O P I C S

https://www.cde.ual.es/ficha/export-control-handbook-for-chemicals-estudio/
https://www.cde.ual.es/ficha/materials-dependencies-for-dual-use-technologies-relevant-for-europes-defence-sector/
https://www.cde.ual.es/ficha/study-on-good-practices-in-implementing-the-requirements-on-public-information-in-the-event-of-an-emergency-under-the-euratom-basic-safety-standards-directive-and-nuclear-safety-directive-final-repo/
https://bit.ly/2Azp6zo
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EIn  th i s  program  of  Our  Sold iers ,  Colonel  Ángel  Gómez
de  Ágreda  br ings  us  c loser  to  the  army  and  expla ins  i t s
ro le  in  our  soc iety .  In  addi t ion ,  in  th i s  programme  the
colonel  was  aboard  the  Tramontana  submar ine .

Mr  Michel  Barn ier ,  the  European  Commiss ion ’s  Chie f
Negot iator ,  Head  of  the  Task  Force  fo r  Relat ions  with  the
Uni ted  Kingdom  and  fo rmer  cha i r  of  the  2002  European
Convent ion ’s  Work ing  Group  on  Defence  which  l a id  the
foundat ion  fo r  the  creat ion  of  EDA ,  held  a  keynote  speech
at  the  EDA  Annual  Conference  2019 .

Frontex ,  the  European  Border  and  Coast  Guard  Agency ,  i s
ga in ing  new  respons ib i l i t ies  and  too ls  to  more  ef fect i ve ly
support  EU  Member  States  and  Schengen  Assoc iated
Countr ies  in  managing  the i r  externa l  borders  to  prov ide
a  high  leve l  of  secur i ty  fo r  a l l  i t s  c i t i zens .

MAGAZINES  AND  MEDIA  COLLECTION

Radio programme "Nuestros soldados" 8

Cooperation on Coast Guard Functions –
Interagency Movie 2019

New Frontex Regulation enters

into force

EDA Annual Conference 2019: Michel

Barnier speech (highlights)

Three  EU  agenc ies :  Frontex ,  EFCA  and  EMSA  cooperate  to
keep  the  EU  mar i t ime  domain  secure .

http://www.cde.ual.es/eu-acting-to-stop-terrorists-from-abusing-the-internet/
https://www.cde.ual.es/new-frontex-regulation-enters-into-force/
https://www.cde.ual.es/nuestros-soldados-8/
https://www.cde.ual.es/cooperation-on-coast-guard-functions-interagency-movie-2019/
https://www.cde.ual.es/eda-annual-conference-2019-michel-barnier-speech-highlights/
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They are omnipresent in our daily lives and their potential keeps growing:

smart machines and applications able to autonomously carry out tasks
hitherto reserved for humans – from cutting grass to cleaning floors and
driving cars. Certain autonomous functionalities have already made their
way into the military domain where their possibilities are immense. The
question is not IF unmanned and autonomous platforms will become key
components of our defence toolboxes, but HOW Member States, armed
forces and industry decide to prepare for what could be a technological,
potentially disruptive step change for defence.

MAGAZINES  AND  MEDIA  COLLECTION

EDM  MAGAZINE  N ° 18

EUROPEAN  DEFENCE  MATTERS .

ISSUE  16 ,  2018

The latest European Defence Matters magazine (N°18) is now available, with
a special focus on the state of implementation of the new EU defence
initiatives (CARD, PESCO, EDF). The magazine also features exclusive articles
by the new Head of EDA, High Representative for Foreign Affairs and
Security Policy of the Union and Vice-President of the European
Commission, Josep Borrell, as well as the new Chair of the European
Parliament’s subcommittee on Security and Defence (SEDE), Nathalie
Loiseau.

he December edition of the Spanish Defense Magazine dedicates its cover
to the Ejército Toro 19, the most important maneuvers of the annual plan of
instruction and training of the Terrestrial Force. In them, the Castillejos
Division and its subordinate units have tested some of the capabilities with
which the Army is experiencing to develop and define the concept of the
Combat Brigade 2035. In an interview, the head of the Division, General
Fernando García González-Valerio, points out that all units are involved in
the design of future combat brigades.

REVISTA  ESPAÑOLA  DE  DEFENSA .

DICIEMBRE  2019

https://www.cde.ual.es/ficha/uropean-defence-matters-issue-16-2018/
http://www.cde.ual.es/ficha/european-police-science-and-research-bulletin-issue-16-summer-2017/
https://www.cde.ual.es/ficha/edm-magazine-n18/
https://www.eda.europa.eu/webzine/issue15
http://www.cde.ual.es/ficha/european-police-science-and-research-bulletin-issue-16-summer-2017/
https://www.cde.ual.es/ficha/revista-espanola-de-defensa-december-2019/
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